
Identity thieves 
are trying to steal
your Personal      
financial information. 

The Good News is 
you can Stop Them! 

How to Protect 
Yourself: If you fall victim: 

• Contact your financial institution                 
immediately and alert it to the situation.
f

Park View Federal Credit Union
888-900-6444

1675 Virginia Avenue
Harrisonburg, VA 22802

www.pvfcu.org

• If you have disclosed sensitive                  
information in an identity theft scam, you 
should also contact any one of the three 
major credit bureaus and have them place 
a fraud alert on your credit report. You 
only need to contact one of the three credit 
bureaus to place an alert. The company 
you call is required to contact the other 
two bureaus, which will then place an alert 
on their versions of your report, too. 
Experian allows you to file a fraud alert 
online or by telephone; Equifax and      
TransUnion require a telephone call. Here 
is the contact information for each 
bureau’s fraud division: 

         Never provide your personal                                          
         information in response to an                                  
unsolicited request, whether it is over the 
Internet or over the phone. Emails and                 
Internet pages created by fraudsters may be 
identical to the real thing. If you did not 
intitiate the communiation, you should not 
provide any information.
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            Never provide your password   
           over the phone or in response to 
an unsolicited Internet request. A                 
financial institution would never ask you to 
verify your account information online, by 
automated phone systems or texts.
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            If you believe the contact may be               
            legitimate, contact the financial                             
           institution yourself. You can find 
phone  numbers and websites on the monthly                             
statements you receive from your financial 
institution, or you can look the company up    
in a phone book or on the Internet. The key is 
that you should be the one to initiate the 
contact, using contact information that you 
have verified yourself.
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4            Review your account regularly    
            to ensure all charges are correct. 
             If your account statement is late in 
arriving, call your financial insitution to find 
out why.   If your financial institution offers 
electronic account access, periodicially review 
activity online to catch suspicious activity.

TransUnion
800-680-7289
P.O. Box 6790

Fullerton, CA 92634
www.transunion.com

Experian
888-397-3742
P.O. Box 1017

Allen, TX 75013
www.experian.com

Equifax
800-525-6285

P.O. Box 740250
Atlanta, GA 30374
www.equifax.com



s identity thieves continue to come 
up with new ways to target people,
 it’s important to protect ourselves. 

          mishing is the mobile counterpart  
          to phishing. It is a text message  
           fraud that occurs when criminals, 
posing as financial institutions, attempt 
to dupe mobile phone users into giving 
personal information through text mes-
sages, calling a telephone number or 
visiting a fraudulent website. 
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Three popular scams identity thieves 
have been using to steal personal               
financial information are phishing, 
vishing and smishing.

With these scams, identity thieves are 
“fishing” for your personal information. 
What they want are account numbers, 
Social Security numbers, credit card 
numbers, and other confidential                       
information that will allow them access 
to ransack your checking account or run 
up bills on your credit cards. 

 hishing is an email fraud method  
             in which the perpetrator sends out
            a legitimate looking email in an     
attempt to gather personal and financial 
information from recipients. 

In a typical case, you’ll receive an email 
warning you of a serious problem that 
requires your immediate attention. It 
may use phrases such as “Immediate 
attention required,” or “Please contact us 
immediately about your account.” The 
email will encourage you to click on a 
link to go to the institution’s website. 
Here, you will be asked to update your 
account information or to provide                
information for verification purposes: 
your Social Security number, your 
account number, your Personal                     
Identification Number (PIN), or the 
information you use to verify your                
identity when speaking with a real                         
financial instituion.
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            ishing is similar to Phishing,               
            except by phone--either in person 
            or by an automated phone system. 
Instead of being directed by email to a 
website, an email message asks the user 
to make a telephone call. The call triggers 
a voice response system that asks for the 
user’s card number or other personal or                  
financial information. The initial “bait” 
can also be a telephone call with a             
recording that instructs the user to call an 
800 number or another area code within 
or outside of the United States.
In either case, because people are used to 
entering their card numbers over the 
phone, this technique can be effective. 
Plus, due to the IP-based voice messaging 
technology this practice uses, IDs can be 
spoofed and the entire operation can be 
brought up and taken down in a short 
time, compared to a land line telephone.

                               Mail Phishing occurs          
                               when a phisher 
                                 creates a letter and 
sends it through the mail to individuals 
asking for a response to the letter by 
calling a phone number. The phisher 
outlines in the letter that the individual 
must respond for their own protection. 
This scam is used in conjunction with 
other channels to steal valuable personal 
and financial information of the                        
individual receiving the letter. 

     
     n the worst case, you could find                
     yourself a victim of identity theft.    
      With the sensitive information 
obtained from a successful scam, these 
thieves can do damage to your financial 
history and personal reputation that can 
take years to unravel. However, if you 
understand how these scams work and 
how to protect yourself, you can help 
stop these crimes.

With Smishing scams, the criminals pick 
a financial institution, typically a credit 
union or small regional bank, and then 
bombard every phone in their area code 
with a text message. The message asks 
recipients to call a fake 800 number that 
looks like it’s from a local credit union. 

U.S.

Remember: Park View Federal 
Credit Union does not notify you of 
card problems, etc. by automated 
phone systems, emails or texts.** 
It is crucial that you never respond 
to any email, phone message, text 
message or other communication                   
requesting personal information.                                 
If you ever suspect the legitimacy 
of any communication you receive 
from PVFCU, please contact us 
immediately.
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**PVFCU Visa credit cardholders  may be contacted 
by an automated phone system. If you ever have any 
questions, please contact the number on the back of 
your credit card. 


